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Bitcoin Network Overview1
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Bitcoin Network

Bitcoin P2P Network

mempool

mempool

mempool

• Miners broadcast received Tx 

• Every miner 

• Validates Tx 

• Stores them in its mempool 



Bitcoin Network

Bitcoin P2P Network

Leader
Every 10 minutes: 

• Miners create candidate blocks 
from Tx in its mempool 

• A miner is selected (how?) and 
broadcasts it to P2P network 

• All minters validate new block



Bitcoin Network

Bitcoin P2P Network

Leader

Selected leader is paid 3.125 BTC ($178K): 

• In coinbase Tx (first Tx in the block) 

• Only way new BTC is created 

• Block reward halves every 4 years 

• Now: 3.125 BTC 

• Initially: 50 BTC ($3M) 

• Max: 21M BTC (now 19.75M BTC)



Properties

Persistence

• To remove a block, need to convince 51% of mining power 

Liveness

• To block a Tx from being posted, need to convince 51% of 
mining power



Bitcoin Blockchain2



Bitcoin Blockchain: a sequence of block headers

Genesis Block

2009.01.03

— The Bitcoin Genesis Block

The Times 03/Jan/2009 Chancellor on 
brink of second bailout for banks. 



Bitcoin Blockchain: a sequence of block headers

Genesis Block Block Header2

version 
prev 
time 
bits 
nonce 
Tx root

H

Coinbase TX
Block Body2

H

Block Header1

version 
prev 
time 
bits 
nonce 
Tx root

4 B 
32 B 
4 B 
4 B 
4 B 
32 B
80 B

Coinbase TX
Block Body1

2009.01.03



Bitcoin Blockchain: a sequence of block headers

BH1

version 
prev 
time 
bits 
nonce 
Tx root

4 B 
32 B 
4 B 
4 B 
4 B 
32 B
80 B

Coinbase TX

• time: time miner assembled the block.   
Self reported. (block rejected if too far 
in past or future) 

• bits:  proof of work difficulty  
nonce:  proof of work solution 

• Merkle tree:  payer can give a short 
proof that Tx is in the block



Bitcoin Blockchain: a sequence of block headers

version 
prev 
time 
bits 
nonce 
Tx root

Coinbase TX

Hash( )= 001BD63A 

< 001FFFFF
Indicated by “bits”



An example



An example



Bitcoin Transactions3



— Satoshi Nakamoto

We define a bitcoin as a chain of digital signatures. 
Each owner transfers bitcoin to the next by digitally 
signing a hash of the previous transaction and the 
public key of the next owner and adding these to the 
end of the coin. A payee can verify the signatures to 
verify the chain of ownership.  

Bitcoins exist as records of Bitcoin transactions



Bitcoins exist as records of Bitcoin transactions

Create 25 BTC and credit to Alice Confirmed by miners

Alice transfers 17 BTC to Bob Signed by Alice

Bob transfers 8 BTC to Carol Signed by Bob

Carol transfers 5 BTC to Alice Signed by Carol

Alice transfers 5 BTC to David Signed by Alice Is this valid?



— Satoshi Nakamoto

We define a bitcoin as a chain of digital signatures. 
Each owner transfers bitcoin to the next by digitally 
signing a hash of the previous transaction and the 
public key of the next owner and adding these to 
the end of the coin. A payee can verify the signatures 
to verify the chain of ownership.  

Bitcoins exist as records of Bitcoin transactions



Bitcoins exist as records of Bitcoin transactions

Tx 1 Confirmed by minersInputs: 
Outputs: 25 —> Alice

Tx 2 Signed by AliceInputs: 1[0] 
Outputs: 17 —> Bob, 8 —> Alice’

Tx 3 Signed by BobInputs: 2[0] 
Outputs: 8 —> Carol, 9 —> Bob’

Tx 4 Signed by AliceInputs: 2[1] 
Outputs: 6 —> David, 2 —> Alice’'



Merging Value

Tx 2 Signed by AliceInputs: 1[0] 
Outputs: 17 —> Bob, 8 —> Alice

Tx 3 Signed by AliceInputs: 2[1] 
Outputs: 6 —> Carol, 2 —> Bob’

Tx 4 Signed by BobInputs: 2[0], 3[1] 
Outputs: 19 —> David



Joint Payment

Tx 2 Signed by AliceInputs: 1[0] 
Outputs: 17 —> Bob, 8 —> Alice

Tx 3 Signed by AliceInputs: 2[1] 
Outputs: 6 —> Carol, 2 —> Bob’

Tx 4 Signed by  
Carol and Bob

Inputs: 3[0], 3[1] 
Outputs: 3 —> David, 5 —> Eve



Transaction Structure

input[0] 
input[1] 
input[2]

output[0] 
output[1]

witnesses

locktime

Inputs

Outputs

Segwit Signatures of inputs

Earliest block# that can include Tx

TxID = H(Tx) 
(excluding witnesses)



Transaction Structure

input[0] 
input[1] 
input[2]

output[0] 
output[1]

witnesses

locktime

Inputs

Outputs

Segwit

TxID 
Out-index 
ScriptSig 
seq

Input

32B Hash

4B Index

Program

Sequence

Value 
ScriptPKOutput

8B
Program



Example

Tx 2 Signed by AliceInputs: 1[0] 
Outputs: 17 —> Bob, 8 —> Alice’

Tx 3 Signed by BobInputs: 2[0] 
Outputs: 8 —> Carol, 9 —> Bob’



Example

Tx 2 Signed by AliceInputs: 1[0] 
Outputs: 17 —> Bob, 8 —> Alice’

Tx 3 Signed by BobInputs: 2[0] 
Outputs: 8 —> Carol, 9 —> Bob’

Tx 2

Input[0] output[0]

Val: 17    ScriptPK Val: 8    ScriptPK

output[1]

…

Tx 3

Input[0] output[0]

… …

output[1]

TxID2  0   ScriptSig



Validating Transactions

Miners check (for each input):  

• The program                                      returns true 

•                         is in the current UTXO (unspent TX output) set 

• Sum input values >= sum output values 

ScriptSig | ScriptPK

TxId | Index



Validating Transactions

ScriptSig | ScriptPK

TxId | Index



Bitcoin Script4



Example

Tx 2

Input[0] output[0]

Val: 17    ScriptPK …

output[1]

…

Tx 3

Input[0] output[0]

… …

output[1]

TxID2  0   ScriptSig



Bitcoin Script

A stack machine (and a stack-based scripting language) .  

Not Turing Complete: no loops 

OP codes:

• OP_TRUE (OP_1), OP_2, .., OP_16: push x onto stack 

• OP_DUP: duplicate and push top of stack onto stack 

• Control: 

• OP_IF <statements> OP_ELSE <statements> OP_ENDIF

• OP_VERIFY: abort and fail if  “top = false” 

• OP_RETURN:  abort and fail  

• What is: “ScriptPK = [OP_RETURN, <data>]”



Bitcoin Script

• OP_EQVERIFY: pop two items, abort fail if not equal 

• Arithmetic:  

• OP_ADD, OP_SUB, OP_AND, …: pop two items, add, push  

• Crypto: 

• OP_HASH256: pop, hash, push

• OP_CHECKSIG: pop sig, pop pk, verify sig on Tx, push 0 or 1 



Example: A Common Script

<sig> <pk> DUP HASH256 <pkhash> EQVERIFY CHECKSIG

Stack
[   ] Init
[ <sig> <pk>  ] Push data
[ <sig> <pk> <pk> ] DUP
[ <sig> <pk> <hash> ] HASH256
[ <sig> <pk> <hash> <pkhash> ] Push data
[ <sig> <pk> ] EQVERIFY
[ 1 ] CHECKSIG



P2PKH (Pay to Public Key Hash)

Alice want to pay Bob 5 BTC 

• Step1: Bob generates key pair (pk_B, sk_B) 

• Step2: Bob computes his BTC address as addr_B <— H(pk_B) 

• Step3: Bob sends addr_b to Alice 

• Step4: Alice broadcasts TX:

Tx 2

Input[0] output[0]

Val: 5    ScriptPK_B …

output[1]

TxID1  0 ScriptSig_A

DUP HASH256 < addr_B > EQVERIFY CHECKSIGScriptPK_B =



P2PKH (Pay to Public Key Hash)

Input contains ScriptSig_A, i.e., Alice’s signature of Tx 2, such that 
information in outputs cannot be modified by miners. 

Tx 2

Input[0] output[0]

Val: 5    ScriptPK_B …

output[1]

TxID1  0 ScriptSig_A



P2PKH (Pay to Public Key Hash)

Later, when Bob wants to spend his UTXO, he creates Tx 3 

<sig>= Sign (sk_B, Tx’) where Tx’ = Tx 3 excluding ScriptSigs

Tx 3

Input[0] output[0]

… …

output[1]

TxID2  0   ScriptSig_B

<sig> <pk_B>



P2PKH (Pay to Public Key Hash)

Tx 3

Input[0] output[0]

… …

output[1]

TxID2  0   ScriptSig_B

<sig> <pk_B>

<sig>= Sign (sk_B, Tx’) where Tx’ = Tx 3 excluding ScriptSigs

DUP HASH256 < addr_B > EQVERIFY CHECKSIGScriptPK_B

Tx 2

Input[0] output[0]

Val: 5    ScriptPK_B …

output[1]

TxID1  0 ScriptSig_A



P2PKH (Pay to Public Key Hash)

<sig> <pk_B> DUP HASH256 <addr_B> EQVERIFY CHECKSIG

Stack
[   ] Init
[ <sig> <pk_B>  ] Push values
[ <sig> <pk_B> <pk_B> ] DUP

[ <sig> <pk_B> <addr_B> <addr_B>] Push values
[ <sig> <pk_B> ] EQVERIFY

[ <sig> <pk_B> <addr_B> ] HASH256 addr_B <— H(pk_B)

[ 1 ] CHECKSIG <sig>= Sign (sk_B, Tx’) 



• Bob’s Public Key is not revealed until UXTO is spent 

• Alice only specifies Bob’s PK hash 

• Miner Cannot change addr_B and steal funds 

• Invalidates Alice’s signature

P2PKH (Pay to Public Key Hash)

Tx 2

Input[0] output[0]

Val: 5    ScriptPK_B …

output[1]

TxID1  0 ScriptSig_A



Discussion Session  
How to start a startup?5




