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Hot vs. Cold CEX vs. DEX Conv. vs. MPC
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Web3 Security and Risk Landscape2



Web3 Security and Risk Report 
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A total of $488,582,891 was lost in Q1 
2024.

https://www.certik.com/resources/blog/2rP8Usii6BkEBVRLMfCwcm-hack3d-the-web3-security-quarterly-report-q1-2024



NFT Tracking

9

Web3 Security and Risk Report March 2024
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Web3 Security and Risk Report March 2024

A total of  $79.8m loss in March 2024 

Exit scams: ~$5.7m
Flash loans: ~$21.9m
Exploits: ~$52.1m

Not counting the Returned many millions in 
events such as Muchables exploitations.
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Top Web3 Project Security Risks

1. Code Risks (Smart Contract and Chain) 

2. Operational Risks

3. Scam Risks
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1. Private Key Compromises

2. Flashloan Attacks

3. Smart Contract Exploitations

4. Chain Outage



Private Key Compromise Ripple



Private Key Compromise PlayDapp)

A South Korean Web3 game development 
platform and NFT marketplace

200 million PLA tokens, worth $31 million 
at the time were stolen.   



Private Key Compromise PlayDapp)

Private key of contract deployer was compromised

Attacker use the compromised key to add own 
address as a minter for the PLA Token!



Flashloan Attacks Prisma Finance)



Flashloan Attacks Prisma Finance)

https://www.certik.com/resources/blog/prisma-finance-incident-analysis

Bug in the MigrateTroveZap contract

MigrateTroveZap is used to migrate a user’s open 
position from one Trove Manager to another.

The onFlashLoan() call does not conduct input 
validation!

The attacker was able to spoof migration data, which 
enabled unathorized transfers of collateral.



18

● Lack of access control on previous 
production.

● $1.8 million stolen from users who 
had not revoked old contract 

Smart Contract Exploit Dolomite Exchange)
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Smart Contract Exploit Dolomite Exchange)

● `CallFunction` is guarded by 
a `noEntry` modifer

● Can be bypassed by 
interacting with the 
SoleMargin contract through 
`_call` function. 

● Stolen funds deposited into 
Tornado Cash



Blockchain Outage Risks (Solana)

Source: https://cryptoslate.com/heres-why-the-recent-solana-outage-took-almost-a-day-to-resolve/

● Chain Outage Events
○ Solana suffered an outage that lasted 18 hours 

and 50 minutes on Feb. 25, 2024
○ Upgrade failure due to software flaws
○ Solana had 11 major, and 3 minor, outages in 

2022

● Chain outage events could significantly effect 
Dapps running on top of the chain
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1. Layer-Two Attacks

2. Operational Failures

3. Dev Backdoors



Attacks on Layer 2  Blast / Super Sushi Samurai)
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● Contracts _update() function 
doesn’t correctly update 
balances when transferring to 
self.

● Attacker returned funds $4.46m 
after a 5% bounty

Attacks on Layer 2  Blast / Super Sushi Samurai)
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● Contracts _update() function 
doesn’t correctly update 
balances when transferring to 
self.

● Attacker returned funds $4.46m 
after a 5% bounty

Attacks on Layer 2  Blast / Super Sushi Samurai)



Attacks on Layer 2  Blast / Munchables Exploit)

https://www.certik.com/resources/blog/blast-chains-usd97-million-battle-are-north-korean-hackers-rusty
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● Ex developer of the project 
transferred $63m from a 
project wallet

● Funds were returned 8 hours 
later

Attacks on Layer 2  Blast / Munchables Exploit)



Operational Risk Charlotte Fang and Remilia)

● Krishna Okhandiar, the founder of Remilia 
and Milady, who is also known as Charlotte 
Fang.

● Remilia is the DAO behind the Milady

Remilla uses Multi-sig (3/4) to sign transactions



Operational Risk Charlotte Fang and Remilia)

All multisignature keys were stored within the 
same Bitwarden account! 

Charlotte Fang claimed his Bitwarden account 
was hacked (by a malware?).



Operational Risk Charlotte Fang and Remilia)

No key backups were used, and after a reboot 
Remilia was locked out of its own systems.

After gaining access to the contract, the attacker 
removed all other multisignature participants.  

Completely prevent Remilia from altering control.



Exit Scam (The $MUMI “backdoor”)

● $MUMI is an ERC-20 token but NOT a 
stablecoin

● It is a real backdoor observed in recent fraud 
token issuances 

● More details are available at 
https://www.certik.com/resources/blog/the-va
nishing-act-how-exit-scammers-mint-new-toke
ns-undetected

 

https://www.certik.com/resources/blog/the-vanishing-act-how-exit-scammers-mint-new-tokens-undetected
https://www.certik.com/resources/blog/the-vanishing-act-how-exit-scammers-mint-new-tokens-undetected
https://www.certik.com/resources/blog/the-vanishing-act-how-exit-scammers-mint-new-tokens-undetected


Exit Scam (The $MUMI “backdoor”)

● A “Seemingly” Normal ERC-20 Token 
Implementation:

○ Upper limit of circulation is set (_tTotal) 
○ Owner renounceOwnership 
○ Liquidity pool token locked

 



Exit Scam (The $MUMI “backdoor”)

● A hidden “mint” ability that secretly 
create tokens 

○ Token balance was hidden in a 
_taxWallet account

○ The hidden mint only occur after certain 
amount of trading happened

○ Circulation is effectively much larger 
than the limit set by contract
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Addressing Security Risks
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● Threat Modeling
● Layers of Defense
● Professional Services
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https://www.certik.com/resources/blog/4uk32n8a0l27IRYb8F4E4r-threat-modeling-the-merge-3-things-that-could-go-wrong
https://www.certik.com/resources/blog/3m1AGBZFFtlIATvPbF9hRq-how-to-protect-crypto-projects-from-insider-threats
https://www.certik.com/resources/blog/1ctcPygqrQuzn84kdf1cg7-data-not-dollars-the-ongoing-threat-of-data-breaches-in-web3



- CertiK Confidential Information - 

Gain a thorough grasp of the system 
architecture, pinpointing assets, 
threats, and possible attack routes.

Threat 
Modeling

Static Analysis Expert Manual 
Review

Dynamic 
Analysis

Reporting & 
Remediation 

What is Audit About?

Preparing the threat hypothesis 
for security review objective.

Whitepaper / Technical 
Documentation Review

Leverage automated tools to scan 
the code for known vulnerabilities 
and common security issues.

Integrated security tools: static 
analyzers, dependency 
checkers.
Database of over 70,000 
security findings.

Security experts perform detailed 
code and system reviews to find 
complex vulnerabilities beyond 
automated tool detection.

A team formed by experts 
conducting the in-depth 
manual code analysis.

Red-Team mindset to find the 
critical path issue.

Perform runtime testing and 
analysis of the system to identify 
vulnerabilities that manifest during 
execution,

Execute functions with various 
inputs to spot issues.

Monitor processing of 
blockchain tx to identify logic, 
gas, and outcome issues.

The evaluation results will be 
provided to the client as a PDF, 
accessible via Skyharbor, designed 
for efficient audit and reporting.

Immediate Notification for 
High-Risk Findings

Vulnerability details with a brief 
overview and steps to replicate 
the issue.

Sourced from CertiK audits, 
incident analyses, and research 
efforts.

Which part of the components 
or modules that the team feel 
uncertain or lack of specialty?

Concrete proof of concept 
PoC) for case replication.

Test dynamic interactions with 
external sources to identify 
potential vulnerabilities.

Repeating review changes / PRs 
to ensure the issues are fixed.



- CertiK Confidential Information - 

Standard-Specific Checklist

Precision Loss, Overflow / 
Underflow, Incorrect Math 
Calculation, etc

Mathematics Operation

Abnormal Arbitrages, Inconsistent 
User Behavior resulting funds being 
locked, malicious calls, etc

Business Logic Design Flaw 

Input Validation, Reentrancy 
Attack, Access Control, etc

Common Security Issues

Vulnerable Proof Verification, 
Replay Attack, etc)

Cross-Chain Risk

Unfair Reward Distribution, Misaligned 
Incentives, Lack of Adaptability, Short-term 
Incentives with Long-term Detriments

Incentive Design Flaw 

Private Key Leakage, Voting 
Power Manipulation, etc

Governance Risk Price Manipulation Risk 

Function Visibility, Compiler 
Version, Event, Low-level Call, 
Storage Risk etc

Language Specific Risk 

Unexpected Price Update, 
Unintended Balance Change, etc

Wide-Range Web3 
Security Risk 

Coverage



● 24/7 Alert Verification and Incident Response
○ Dedicated team operates 24/7, evaluating alerts to ensure accurate verification and timely response.
○ Efficiently triages automated alerts using Open Source Intelligence (OSINT) and on-chain analysis
○ Thorough examination of hacking incidents to understand attack vectors, coupled with the provision of 

preventive solutions to bolster security.

Round-the-Clock Security Alert and Response

Immediately

Incident 

Response Team

Incidents
AI-assisted Incident 

Detectors

Alerts & Analyses

Flash loan, AML, 
Slippage

Less than 8 hours

Less than 4 hours

Exploit, Tokenomic Issue

Less than 30 mins

Manual 
Confirmation
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